FEOE BBRY —IICKDEBHEZIIORERE

L%ﬁu711b®%ﬁ
V1) —DH% A4 bD—
Twb

VoI AMEA2Y v 7 L [Flag as Context] 7°5 H-’J FF¥ A 4]

BEoOmyrs,.a s 4 v ETo

: Form-based

L LA v 7+ A= a vyoEkE

Auth Login Request] %47 L 4 (1X190D),

2. FRRLIEHRDERTE

B RN A VAT P P V]

FoOary7X 2 b 385 P& 3 (K19@),

v @Yk

v @ M cgi-bin

nw

|pE—r M BdEE S 2EEEEEEEE 48 VO )OXERmE
v+ + $ Foqws 25—k SUSIRE  ELRRYR F
) el ow ] Header: ¥24JLhE21— v| Body: FI#kEa— v| [0 O
= a5 POST http://www.badstore.net/cgi-bin/badstore.cgi?action=1login HT’
v ;JT*JEF- User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0OS X 10.16; rv:84.6
EmEIZ7F2E Accept: text/htal,application/xhtalexal,application/xnl;q=8.9, inaj

(@] http://www.badstore. net
v [ M http://wew.badstore.net

6] P GET:badstore.cgi(action)
[B ™ POST:badstore.cgi(action)(Login,email,pass

AVFFZIRICBHS
Flag as Context
PIUT—-Y3VORT
Exclude from Context
@ maam...

UFORENSRATS
Open URL in Browser
BES T ICRR
ISOYTRR

Accept-Language: ja,en-US;q=0.7,en;

Content-Type: application/x-www-form-urlencoded

Content-Length: 52

Origin: https://www.badstore.net

Connection: keep-alive

Referer: https://www.badstore.net/cgi-bin/badstore.cgi?action=log
Cookie: SSOid=dWVub@BleGFtcGx1lLmNvbTo1ZjRkY2MzY VhYTc2NWQ2MWQ4MzZI.
Upgrade-Insecure-Requests: 1

Host: www.badstore.net

Data driven Node

http://www.badstore.net :
BEIYF+X b : Form-based Auth Login Request
http://wew.badstore.net :

Form-based Auth Login Request

BEIYFF2 b : JSON-based Auth Login Request
http://www.badstore.net : JSON-based Auth Login Request
BEIYF+ X : Custom Page URL

http://www.badstore.net : Custom Page URL

B0 POST 7 — 4 [ e

2: Authorization

P @
o mE
= N mEsvyIR-ricae-
0@ tyyay .70/ 71
& X | BE |@
vevyay | zg= =no |This panel allows you to configure the authentication scheme used for this Context.
227 | mEsRERE
FOFEIM Currently selected Authentication method for the Context:
¥ v I DSRH Form-based Authentication a2
N Configure Authentication Method
Y1 BIA4YT7+—LD Login Form Target URL #:
E{S5 URL https://waw.badstore.net/cgi-bin/badstore.cgi?action=login @ 2®.
_ URL to GET Login Page:
Al https://www.badstore.net/cgi-bin/badstore. cgi?action=login @ 2m.
oo ':( - Login Request POST Data (if any): ®
: _;};j mail ple. ogin=Login
& Username Parameter x: Password Parameter x:
email | passwd v

and password fields will be replaced, during authentica

INRAT—FDINTA—Z2—

A—F—RBDINSA—5—
o @R

R

2: Custom Page
2 PS—kI1M5—

Regex pattern i

ed In response messages:

from WebSockets

Frot 0K

1% [Currently selected Authentication method for the Context |
DOFFRANEIREN T FE 25

19 : OWASP ZAPBE#O T A VDFRE 1

V2 E B L8 Y] 70 REE

R AR R Z MM 5 TR, HBINL I3 (2

Tl [Form-based Authentication] & L CTHHL T9),
e Form-based Authentication (L —H#—%& /SX T — RIZ& B T + — L~N— XEREL)
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e HTTP/NTLME3E (BASIC 5B5E. DIGEST:35E. NTLM

o YZaTIVEREE (BEIRT A ERELLEL)

e Script-based Authentication (&% 5 » U ®ER L 7= X 7 1) 7 M & 2 585E)

e JSON-based Authentication (L—H%—% /XX 7 — K&{EHLTAY 1 > URLIZJSON
FTIU MNeXET B 21 TDOREL)

o]
b=11111
=

oun

JBH1Z [Login Form Target URL] I[CHBICT 7 4 ~ 7 4+ — A ®URL. [Login Request
POST Datal I2u 4 ) 7 T A M2 RETHBEOPOST T =8 A>TV ETH, B bl
FITIREL TS v,

HEho 7 4 CEHT 51— —4%0D/8F 2 —% —% [Username Parameter | 75 R L,
INA T — FPs8F X — % —% [Password Parameter| 75BN L TL 7280,

BadStore D&, T —H =% 7¥A 7 — K [email] & [passwd] 2% 0 % 3, [Login
Request POST Datal & Fi2d L 91240 9,

email=ueno%40example.com&passwd=password&Login=Login

3.07 1 P RBEDHEEERTE

U7 A VRN ERT VAR ZADOXTHOEREHN LR E LT T 0 s ok Z1272
FFH LT, L s 7y b0k JIZZFLTHI TR ERRCHEELET
(BadStore lZIZfFHE L EHA) (H20),

——
b

imin-bar-user-actions’ class="ab-submenu"><li +d—

" href='https://tricorder. jp/wp-admin/profil S - g

cdradmin</span></a></li><li id='wp-admin-bar, ORITAYRDHBTENS
£ m§<£

p'>F0OT 1 — L EWME</a></1i><1i id='wp-ad NFHEERLTEI YYD
Elogout&#038; _wpnonce=3df6eddses’'>El

=
BEIVFFIb
https://tricorder.jp :
BEIVFFIb @ Ayth ation Lo ndicatao
https://tricorder.j @ [3>7#+ X b4] : TAuthentication pr
BEIVFFR : Logged-in indicator] %%{T
https://tricorder.jp : Custom Page Indicator

& |
20 : OWASP ZAPBEEIO T AV DRE 2

Flag as Context Authentication Logged-in indicator
n®... ®F
§ mxE. ..

PIVr—I3VORT >
TS0 TRR
Invoke with Script...

Encode/becode/Hash. ..

prtcut” href=
pnonce=3df6edd8es">OJ 7D k</a>

Authentication Logged-in indicator

>

DLARLZAy =IO T4 L hDEXICEFDLTHINFINERIRLET, &2
. O REQEXCBRTATITI MNADY > IPRRENDZDTHIIE, LRAKR
Z Ay t—=TAD [logoutphpl X AT 77 M £ EDNFHNERIRL £ 7,

@zh%H7"Y v 7L [Flagas Context] » 5 [[3 > 7% X h4] : Authentication Logged-
in indicatort] #ET 7% & [ty >¥a> - 7O/FT 4] @ [3REE] @ [Regex pattern

18§
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identified in Logged In response messages] (C TN £ S ITEMEhEF,

\Qlogout.php\E

Oy A oL SIZZFLTHAXFHINNFAELZWEEIE, a7 7y M (mr 4 YL
TWRWIREE) 0L ZIZRTLTHL LTI ERHRTHRELE T, TOLHAEIE, HrVv s
—a2—® [Flag as Context| 2°5 [[2¥ 7% Z b44] : Authentication Logged-out indicatort] #%
FIr$HE [y vary - Tuxy g ] o [#GE] @ [Regex pattern identified in Logged Out
response messages ] [ZIBISNF 5,

OWASP ZAP TII¥iREOMRE L AR Y A A v £ — I HOLFHI PN TOFE D W i
T, [FHiE] 0% END [Configure Authentication Verification| @ [ Verification Strategy |

CRTEROERB2H D 3 (K21),

Q X |k: BE |@
v HBEIVFFER- Login Request POST Pata (if any):
1: AVFFERRIEC email % ple.com& d={% d%)&Login=Login
1: AVFFEIRM Username Parameter x: Password Parameter x:
1: Structure email v | passwd A
= N The username and password fields will be replaced, during authentication, with
1: FH/09- the username and password corresponding to application's users.
1: BEE
1A=y Configure Authentication Verification
1: Forced User Verification Strategy:
1 vy vRRE Check every Response
1: Authorization Check every Response
1: Cus_tom Page Check every Request
18 P3—kI10 ¢ || Check every Request or Response
v 2:https://www.badst Poll the specified URL
2: AVTFFRRIC P ' B0 T TREqUests 22
2: AVFFRRM URL to Poll for Verification:
2: Structure @ 2R...
2: FO0I- Poll Request POST Pata (if any):
2: BEE
2: A% Additional Poll Request Headers:
2: Forced User

®21 : OWASP ZAPEEIOJ A Y DFRE 3

® Check every Response
— TRTDL AR ZAy I DRNBEFERR
— ZBREHTMLAR=VERTRHERBEDOWeb 7TV r—>a 32 D/IXa—2 PRV
® Check every Request
— IRTDVIIRNAYy = DB EHEER
— JWT (JSON Web Token) D& Gty a>DIREZISAT7oMITHET2L0%
Web 7 71 =233 2 DINg—H RV
® Check every Request or Response
— TRTDUITIRMAYy =T EL IR Z Ay =T DINBTEFERR
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e Poll the Specified URL
— BEIN/ZURLICH T AL AR R Ay =T IETE SN /=B DRI T 2RV ICFERR
— AP ATACEERBOTTINTVWBPEIDERETH0IC. BEIFEHRATES
URLP D HLEB 1 DHBZT TV =23 32D RV

BadStore ¥y, 074 b LEwE s 77 b xRNSR T CEFIDFAE L vz

O, ZOEHHIZHET HLFEIEH Y T8 Ao bsheader.cgi ¥ My AccountX—T 7% &pu 7
AHDRA Y v —VIFFIERELZITIZLTE ST, Cookie DNEE IR L TV 5 72O FEEEDIK
BEYET LML) A ZONE. FRALOINTE & IEEEIH E T 5 e85 & & OREE
ZIEFEICAT) S TELWIEDTH Y T7,

4 BEIOJA1—Y—-—DHTE

HIa 74 VIS 12— =427 —F%2 [y vary .- 7axsq] o [2—%]
POBRELET,

DY 7T A PDPOSTT—FIZ A>TV TA—F—ZH O ULOBMENTETO
Ty HHT MG AN CF 2y 72 ANE T LEIELTZ LTy Yy vaBINs 52
LHTEET (X22),

oce IR oA [ pmEmLTILFY vl

@ X |k 3I=% | ZIBM
v tvyay Users which can be used for various operation r this c..
—® Ay 10 EX] 8. .
FOF ISR | EE...
2F v U MSRN | WRR
21T —HSRKRHN
v AVTFFR+
> LREIVFFRE
v 2:https://www.badstor
2: AVFFIRECE
: AVFFRARMSI
: Structure
Foo0I-
BBEE
al=/
: Forced User
v YavER
: Authorization
: Custom Page
2: PS5—kJ15
Exclude from WebSockets

21 ueno@example.com

ERIB7HVV I
FrviEAND

| 2THAY
| 2THED

NNNNNNNRNN

MBEFICHR

vl 0K

M 22 OWASP ZAPBEEIOJ A Y DERE 4
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EOE BB —IICLDEBHEBIORERE

| FIE 4: B8O LIc L B2 RORE

OWASP ZAPOHE) 7 10— VEERE [ A4 ¥ — | i) 2 L CFRH o u— iz kL Tw
7ZURLZHEITHALE T A F— 3D EXRITTNMIFET L THHEE A

ANA =% FATTHHNCELT IV TF A MIT 7 AL SN TS URLR., FEITL
ORI OERSBA SN TWEZ 2R LTBEI LI,

ANA T =R FATTHI2E V) =D A b5 AE) 7 0 — V& BiHT 5 URL Z#IRL <, £
)y XA ma—0 R - [ 254 ¥ — ] 7L 3 (1423),

[ AN Y U4y A9—K =S UHIR
EE Header: 7 7#/)hEa2— ¢ Body: 7 7 A/ hE2— ¢

v aAVFHFAb
Egear7Eab
[] http:/ /www.badstore.net
v @Y1k
\ =1 w.bad e
[ P GeT:BaRCE S > 2L T~
[0 WGET:Ba JYTFANCEHS > ) BRFr..
v = mcgi-bit  Flag as Context > i VAR EBEITSVX
>
|
|

@ rcEl F7YT—Yavoxs /S TALINUERKTIVX

g mgE| Exclude from Context S BETSVAFALINY (EFER

@rce BEE. # AIAXR /A 5 —...
6 GETfavic A TOLENSERAT B: > | 4 FuzzerBath... B
= . ' Open URL in Browser >
>
@imaess | mEsYicEn |

H 23 OWASP ZAP RJ\A F—DFET

[ZR4 =] 94 Y FIDPMETTOT, fifldTsavFFA e —2BELTT
(F24),

[ ] @ INE(r=
DA=H HoDLHFRELS
RS http:/ /www.badstore.net/ | y;—:\:xf&ﬁﬁ @ s®..
AYFFZb: http:/ /www.badstore.net
2—H—: [ ueno@example.com
BiRe:
AVFER R TRELR
Spider Subtree Only 1—H—%i8E
BlA TS 3V ERR "
. e el
B e
) FrrtL Uty hk ¥ v =B

K24 : OWASP ZAP X)(A 45—
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[(AX v 2B 220 v 2735 L HBIZ u— VBB L 3

AT A A=Y a VI [ANL T =] FTHPFEREN, BEZ O—VHREFISRTVWETT,
DL EMRFICHNAF v b FETENF 3, EFTIRWATL00% I 2 AUEHEY 7 0 — L IGHET
T3 (X25),

@YY a> - OWASP ZAP 2.7.0

AT JDCdmEE X« @B 8 B0 B (&8¢ e(r| ) o[%@t [o[€[e
[ Y F oAy 29—  SYITIAb & Lsivz 4
@l@[{]l\j‘ Header: 771 )LhEa— ¢  Body: ¥7xhEa— ¢ | W W
v GHavFERh
Egears+as
[©] http://www.badstore.net
v @uah

MLt/ www.badstore.net

|@ v % GET:backup

|@ v GET:BadStore.css

|@ (v GET:BadStore_net_v2_1_Manual.pdf

|@ v GET:BadStore_page.js

v = P cgi-bin

|| I # GET:badstore.cgi
|| I GET:badstore.cgi(action)
|@] v # POST:badstore.cgi(action)
|@] v # POST:badstore.cgi(action)(DoMods, et
|@ v [l POST:badstore.cgi(action)(Login,em:
|@] v # POST:badstore.cgi(action)(Register,er
|@] P # GET:badstore.cgi(action,cartitems)
|@] P % GET:badstore.cgi(action,cartitems,se.
|@] P # GET:badstore.cgi(action,searchquery]
| I GET:bsheader.cgi

> (8] # images

& % CFT-cnancaarch rai

ERE G RBRE [EF5—t [ FUMTyL F WebSockets HRNAY— &%

[ 5HA/T— | #EATRR:  O: Context: http://www.badstore.net Il W =100%> | & REORFr>:0 MEURIEK: 103 Nodes Added:54 | & To7&M—F | &

Added Nodes  Messages

Processed AUy R URI Flags ]

@ GET http://www.badstore.net/ws/?M=D
] GET http: / /www.badstore.net/ws/?D=D
[~] GET http://www.badstore.net/cgi-bin/soapsearch.cgi
=] GET http: //www.badstore.net/Search
] GET http://www.w3.0rg/2001/XMLSchema Out of Context
@ GET http://www.badstore.net/soapSearch.wsd|
@ GET http://www.badstore.net/scanbot.htm|
] GET http://schemas.xmlsoap.org/wsdl/soap/ Out of Context
® GET http://schemas.xmlsoap.org/wsd/http / Out of Context
] GET http://schemas.xmlsoap.org/wsd|/mime/ Out of Context
® GET http://schemas.xmlsoap.org/soap/encoding/ Out of Context
@® GET http: //schemas.xmlsoap.org/wsdl/ Out of Context
] GET http://schemas.xmlsoap.org/soap/http Out of Context

| 75—k RO R2 R6 RO FEOZRFr> 0 $0 )0 @0 %0 S0 #0|

25 : OWASP ZAP XA F—DAF+ V5T

FHZ 0= VR A, F—THHATERVURLZRIT 1C3H27 ) v 2 A=2—0 [
B 00 [l 790 X MR M) LT T4 L7 MIRZHETZELTE T, 2ok
BRHET7ANVERETLHIET, HET 7 ANV TV ALARDT 4 L2 NIAEHELT
W EW) DT,

macOSKEL®D OWASP ZAP (Ver. 270) Ti& [5&#Hl 77 7 X | Befed i T3t X h T
WERBADT, FHTLIHECIE [T RFV0&EH] - [x—% v N 7L 4 Z] 55 [Forced
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Browse| 8L TL7Z& W,

190

[ [ ) 7 RA Y OBEE
R
F7RAY
15
Rg v~ &Rl Bz EH
Release Directory List v2.3 Lists of directory names to be used with "Forced B... 3.0.0 B
Release Directory List v2.3 LC Lists of lower case directory names to be used wit... 3.0.0
Release FuzzDB files FuzzDB files which can be used with the ZAP fuzzer 4.0.0
Release Help - Portuguese, Braz... Portuguese, Brazilian version of the ZAP help file. 10.0.0 u
Release Help - Spanish Spanish version of the ZAP help file. 9.0.0
Release Help - Turkish Turkish version of the ZAP help file. 1.0.0
Beta Active scanner rules (be... The beta quality Active Scanner rules 24.0.0
Beta Advanced SQLInjection S... An advanced active injection bundle for SQLi (deri... 12.0.0
Beta BeanShell Console Provides a BeanShell Console 6.0.0 -
Beta Content Security Policy S... Content Security Policy (CSP) Scanner 6.0.0
| [Beta_[Forced Browse _____[Forced browsing of files and directories using cod..[7.0.0__| M ]
Beta Help Chinese Simplified  Chinese Simplified version of the ZAP help file. 2.0.0
Beta Help Indonesian Indonesian version of the ZAP help file. 2.0.0 B
Beta Image Location and Priv... Image Location and Privacy Passive Scanner 1.0.0 =
Beta Linux WebDrivers Linux WebDrivers for Firefox and Chrome. 7.0.0
Beta Passive scanner rules (b... The beta quality Passive Scanner rules 18.0.0
Beta Plug-n-Hack Configurati... Supports the Mozilla Plug-n-Hack standard: https... 11.0.0
Retfa Port Scanner. Allows_to norf scan a taraet server. R00
BIRFHEA VAN FERIER L%

X 26 : [Forced Browse] D&

Ll B3 7 I ERERDT HI VDB ZI8E

P ROWeb7 77— 3> TRAT 277 AR 1 DTRAVZEEDHIET.
TeEAE —RI—T—EREEIBERRDERDBEP. ST/ AERDPFET 255
(BadStore DHZAITIIT TV —EWDIERDFET B) T

OWASP ZAP DEIHIAF v Tlk. EARMICIFI D7/ AR T1 DOy 3> el
TEBEITIADRNPT Ve, FMIcEy a2 ER LT oy a>EUTRTFLT
BLZEDPELLWVTLED,.



